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	1. COMPUTER VIRUS
– PREVENTIVE  MEASURES
SUBMITTED BY
ATHIRA KRISHNAN
1ST YEAR, SOCIAL SCIENCE
 


	2. What is the  Virus?
❑A computer Virus is a computer program that can replicate itself, and
spread from one computer to another.
❑The term “virus” is also commonly, but erroneously, used to refer other
type of malwares, including but not limited to adware and spyware
programs that do not have a reproductive ability.
 


	3. PREVENTIVE MEASURES
Antivirus and  firewall application are intended for use in security a computer
or a network of computers from internal and external threats. The two ways
are very different from each other.
 


	4. FIREWALL
  


	5. The general term  used for a firewall is "packet filter" because it filters any
incoming data packets for suspicious content.
The main purpose of a firewall is to monitor network traffic and restrict any
unauthorized entry.
 


	6. TYPES OF FIREWALLS
PACKET  FILTERING
A small amount of
data is analysed and
distributed
according to their
filter’s standards.
PROXY SERVICE/
APPLICATION GATE
WAY
Network security
system that
protects while
filtering messages
at the application
layer.
STATEFUL
INSPECTION
Dynamic packet
filtering that
monitors active
connections to
determine which
network packet.
Deep packet
inspection with
application-level
inspection.
NEXT GENERATION
FIREWALL
 


	7. ADVANTAGE
• A firewall  prevents hackers and remote access
• It protects data
• It ensures better privacy and security
• It protects from Trojans
• A network-based firewall, like a router can offer protection to multiple
systems, while an OS based firewall can protect individual system.
 


	8. LIMITATION
• It cannot  protect from attack by passing it
• Cannot protect against internal threats.
 


	9. ANTIVIRUS
  


	10. Computer programs intended  to identify and eliminate computer virus.
Antivirus software are computer programs that attempt to identify, neutralize
or eliminate malicious software.
Antivirus is a software utility designed to protect a system from internal attack
from viruses, Trojan horse, spyware etc.
Antivirus identifies and corrects any weakness found in the computer system.
 


	11. FUNCTIONS OF ANTI-VIRUS
Detection:  The software detects a virus or an attempt to infect the system
with a malicious virus which can cause some damage to the system.
Identification: The application then tries to identify the virus, type of virus,
and its characteristics.
Removal: After detecting and identifying a virus, the software tries to remove
the virus from the system. It can also quarantine the virus so that it can cause
no further harm.
 


	12. ADVANTAGES AND FUNCTIONS  OF
ANTI-VIRUS.
• Various types of computer viruses are designed to indulge in malicious acts.
Some might even totally erase all data and crash a system.
• They can protect passwords and prevent their leakage.
• It blocks spam messages distracting advertisements.
 


	13. LIMITATION
• Limited detection  techniques.
• Minimum protection.
• Security holes.
 


	14. DIFFERENCE BETWEEN FIREWALL  AND ANTIVIRUS
FIREWALL
• Firewall is implemented in both hardware and
software.
• Firewall deals with external threats only.
• In firewall counter attacks are possible such as
IP Spoofing and routing attacks.
• Firewall works on monitoring and filtering.
• Firewall checks the threat from incoming
packets.
• Firewall saves the system from all kinds of
threats to the system.
• Firewall’s programming is complex than
antivirus.
ANTIVIRUS
• Antivirus is implemented in software only.
• Antivirus deals with both external threats and
internal threats.
• In antivirus no counter attacks are possible
after removing the malware.
• Antivirus works on Scanning of infected files
and software.
• Antivirus checks the threat from malicious
software.
• Antivirus saves the system only from viruses.
• Antivirus’s programming is simpler as
comparison to firewall.
 


	15. CONCLUSION
• Antivirus and  security software has become an essential part of modern
computer use
• Firewalls inspect the data flowing between the computer and the Internet and
attempt to filter out information packets that seek to exploit vulnerabilities.
• Antivirus software has become quite sophisticated, often involving signature-
based detection methods, heuristic detection methods, rootkit detection, and
real-time scanning to prevent computers from being infected with malware.
• Antispyware software specifically protects the computer from spyware, which
can slow down the computer's performance.
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