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By Andrey Prozorov,  CISM, CIPP/E, CDPSE, LA 27001
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	2. Speaker: Andrey Prozorov
Cybersecurity  and Privacy Expert, ISMS PRO
CISM, CIPP/E, CDPSE, LA 27001
Helsinki, Finland
• www.linkedin.com/in/andreyprozorov
• www.patreon.com/AndreyProzorov
 


	3. 01 What is  a Framework?
Types and examples
02
03 How to choose frameworks?
Mappings and SoA
04
CONTENTS
Cybersecurity Frameworks: Lists, Links,
How to Choose, Key Considerations,
and Mappings
100+ frameworks are mentioned in this presentation
 


	4. Framework and related  terms
01
A framework is a basic
conceptual structure used
to solve or address
complex issues
Regulation: Rules or laws defined and enforced
by an authority to regulate conduct. ISACA
(e.g., GDPR, NIS2)
Standard: A mandatory requirement, code of
practice or specification approved by a recognized
external standards organization (such as ISO). ISACA
(e.g.., ISO 27001)
Guideline: Non-mandatory information leading to a
compliant solution for the related requirement. ISO
(e.g., "State of the art" in IT security Gudeline,
TeleTrust)
ISACA
 


	5. Why do we  love frameworks?
01
Main
Benefits
Comprehensive
approach /
Security
Baseline
Measurement
and
Benchmarking
Demonstration
of maturity
Certification
(proof of
compliance)
Common
language for
cybersecurity
pros and
business
We don't need to
reinvent the
wheel!
 


	6. 1. ISO 27001  (ISMS) - https://www.iso.org/standard/27001
2. ISO 27002 (IS Controls) - https://www.iso.org/standard/75652.html
3. ISO 27005 (IS Risks) - https://www.iso.org/standard/80585.html
4. ISO 27701 (PIMS) - https://www.iso.org/standard/71670.html
5. NIST Cybersecurity Framework (NIST CSF) - https://www.nist.gov/cyberframework
6. NIST SP 800-53 (Security and Privacy Controls) - https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
7. CIS Critical Security Controls - https://www.cisecurity.org/controls
8. MITRE ATT&CK - https://attack.mitre.org
9. PCI DSS - https://www.pcisecuritystandards.org
10. CSA Cloud Controls Matrix (CCM) - https://cloudsecurityalliance.org/research/cloud-controls-matrix
11. COBIT - https://www.isaca.org/resources/cobit
12. SOC 2 (for service organisations) -
https://us.aicpa.org/interestareas/frc/assuranceadvisoryservices/serviceorganization-smanagement
12 Most Popular Frameworks
02
 


	7. More Frameworks
02
  


	8. Types of Frameworks
ISMS  / Program Frameworks 2. Control Frameworks 3. Risk Frameworks
ISO 27001, NIST CSF, ACSC ISM,
ISF SoGP, C2M2...
ISO 27002, CIS Critical Security
Controls, NIST 800-53, NSA ECC,
Equifax Security Controls
Framework...
ISO 27005, EBIOS RM,
ISACA Risk IT Framework...
Use to:
• Assess the state of the overall
IS program
• Build a comprehensive IS
program
• Measure maturity and compare
with other companies
• Simplify communication with
Interested parties
(stakeholders)
• Align the IS program with
business needs
Use to:
• Identify a baseline set of controls
• Identify gaps
• Prioritise implementation of
controls
• Develop an initial roadmap
Use to:
• Define key steps for assessing
and managing risks
• Structure risk management
program
• Identify, assess and evaluate
risks
• Prioritise security activities
• Integrate IS risks with enterprise
risks
02
 


	9. How to choose  frameworks?
03
 


	10. 1. Do you  have any mandatory requirements to comply with, such as GDPR, NIS2
Directive, FISMA, PCI DSS, HIPAA, or others? Any requirements for critical
infrastructure?
2. What are the cybersecurity standards and frameworks adopted in your country?
Which are mentioned by your cybersecurity and data protection authorities?
3. Which cybersecurity standards and frameworks are used in your industry?
(e.g., IEC 62443 (cybersecurity for operational technology), IAEA Nuclear Security
Series, SOC 2, CSA STAR, ISO 27017/ISO 27018…). Are there any expectations
from partners and customers?
4. Is any certification needed? (e.g., ISO 27001, Cyber Essentials Plus, Europrivacy
Certification)
5. Is your company an SME or an Enterprise in terms of size?
6. What is the maturity level of your information security processes?
7. Do you have a budget for purchasing standards and best practices? And training?
How to choose frameworks?
03
Interested
Parties
(1-3)
Capabilities
(4-6)
 


	11. Country Framework
USA NIST  SP 800-53 / NIST SP 800-171
HIPAA
UK Cyber Essentials: Requirements for IT infrastructure
Cyber Assessment Framework (CAF)
Germany IT-Grundschutz
Finland Katakri 2020. Information security auditing tool for authorities
Saudi Arabia Essential Cybersecurity Controls (NSA ECC)
SAMA Cyber Security Framework
Australia Information Security Manual (ISM)
Essential Eight
New Zeland New Zealand Information Security Manual (NZISM)
Japan Cybersecurity Management Guidelines for Japanese Enterprise Executives
International ISO 27001 / ISO 27002
NIST Cybersecurity Framework (NIST CSF)
Standard of Good Practice for Information Security (ISF SoGP)
COBIT Focus Area: Information Security
CIS Critical Security Controls
03
 


	12. Simple Moderate Complex
•  Cyber Essentials (UK)
• Essential Eight (Australia)
• Cyberfundamentals Framework
(Belgium)
• NSA ECC (Saudi Arabia)
+ all Guidelines for SME
• ISO 27001 / ISO 27002
• NIST CSF
• CIS Critical Security Controls
• HITRUST Common Security
Framework (CSF)
• Secure Controls Framework (SCF)
• Cybersecurity Capability Maturity
Model (C2M2)
• MITRE ATT&CK
• IEC 62443
• COBIT
03 Implementation complexity
 


	13. Cybersecurity Series (Families):
•  ISO 27k
• NIST Publications
• IEC 62443
• IAEA Nuclear Security Series
• IT-Grundschutz
(BSI Standards)
• COBIT
• ISF Publications
• ETSI TC Cybersecurity
• NSA ECC
• …
03
 


	14. Relationship of terms.  Glossaries
03
1. ISACA (cybersecurity) - https://www.isaca.org/resources/glossary
2. NIST (cybersecurity) - https://csrc.nist.gov/glossary
3. ISO - https://www.iso.org/obp/ui
4. IEC - https://www.electropedia.org
5. SANS (cybersecurity) –
https://www.sans.org/security-resources/glossary-of-terms
6. PCI (cybersecurity) - https://www.pcisecuritystandards.org/glossary
7. ACSC (Australian cybersecurity) –
https://www.cyber.gov.au/acsc/view-all-content/glossary
8. NCSC (UK cybersecurity) –
https://www.ncsc.gov.uk/information/ncsc-glossary
9. IAPP (privacy) - https://iapp.org/resources/glossary
10. EDPS (privacy) - https://edps.europa.eu/data-protection/data-
protection/glossary_en
11. AXELOS (ITIL v4) –
https://www.axelos.com/resource-hub/glossary/ITIL-4-glossaries-of-terms
12. IAEA (Nuclear Safety and Security, 2022) -
https://www.iaea.org/publications/15236/iaea-nuclear-safety-and-security-
glossary
13. OCEG (GRC) - https://www.oceg.org/glossary/en
14. Gartner (IT and other) - https://www.gartner.com/en/glossary
15. Forrester - https://www.forrester.com/staticassets/glossary.html
 


	15. Five Important Assumptions  for the Mapping
1. The intended users of the mapping
2. Why someone would want to use this mapping
3. The types of concepts to be mapped
4. The direction of the mapping
5. How exhaustive the mapping will be
Mapping
04
https://csrc.nist.gov/pubs/ir/8477/ipd
[Concept] Mapping - An indication that one
concept is related to another concept.
The main question:
How does conforming to one standard help
the organization conform to another standard?
 


	16. https://csrc.nist.gov/files/pubs/sp/800/53/r5/upd1/final/docs/sp800-53r5-to-iso-27001-
mapping.docx
https://www.cisecurity.org/controls/v8
04
  


	17. 04 Mapping of  KATAKRI to ISO 27001/27002
 


	18. Statement of applicability  (SoA):
Documented explanation of the relevant and applicable
information security controls in the organization’s ISMS.
ISO 27002:2022, Control: Measure that maintains and/or modifies risk.
Note 1 to entry: Controls include, but are not limited to, any process,
policy, device, practice or other conditions and/or actions which
maintain and/or modify risk.
Statement of applicability (SoA)
04
 


	19. 1. General requirements  (cl.4-10) + Maturity Level
2. SoA: 2 lists of controls, 2013 and 2022
3. Additional columns: Description, Documents and
Records, Responsible (Owners), #Attributes,
Comments and Links
SoA Template (ISO 27001)
04
www.patreon.com/posts/62806755
 


	20. Attributes of IS  Controls (ISO 27002)
04
Control type
Information
security
properties (CIA)
Cybersecurity
concepts
Operational capabilities
Security
domains
#Preventive
#Detective
#Corrective
#Confidentiality
#Integrity
#Availability
#Identify
#Protect
#Detect
#Respond
#Recover
#Governance
#Asset_management
#Information_protection
#Human_resource_security
#Physical_security
#System_and_network_security
#Application_security
#Secure_configuration
#Identity_and_access_management
#Threat_and_vulnerability_management
#Continuity
#Supplier_relationships_security
#Legal_and_ compliance
#Information_security_event_management
#Information_security_assurance
#Governance_and_
Ecosystem
#Protection
#Defence
#Resilience
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	22. Questions?
Andrey Prozorov, CISM,  CIPP/E, CDPSE, LA 27001
• www.linkedin.com/in/andreyprozorov
• www.patreon.com/AndreyProzorov
May the Cybersecurity Frameworks Force be with you!
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