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In this iteration of Cloud Meetup, Our speakers will show you how it is possible to combine the planning, development and deployment of applications with a good “layering” of security, and, therefore, they will give you some important key points which you have to bring away to have an efficient and reliable development & deployment process, without limiting your security.

DevOps and Security are the current topics on the internet, due to their huge impact on productivity and service provisioning. A lot of cases are registered, in Asia as in the rest of the world, and according to the experts, a secure way to plan and develop the application starts from the beginning of the projects / products, and cannot be applied later or on-going.

Nicolas dive deep into DevSecOps with Azure & Migration with EF6. Security has always been a topic to address in the application that we are building, let’s discover together how to enhance your current DevOps processes and how Security can add an important value to your project.Weniger lesen
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DevSecOps on Azure

	1. DEVSECOPS WITH AZURE  & MIGRATION WITH EF6
Secure your delivery by enhancing your DevOps pipelines
23.03.22
 


	2. SPEAKER

About
● Designs, builds  and deploys native cloud application for insurance,
entertainment and telecom companies
● Build on Azure, AWS, and GCP
● Java developer and Terraform 🚀
● A runner
Reach out ⇒ nicolas@7peakssoftware.com
Linkedin ⇒ nicolas-pierson
Nicolas Pierson
Solution Architect
 


	3. The 12 principles  articulated in the Agile Manifesto:
● Satisfying customers through early and continuous delivery of valuable work.
● Breaking big work down into smaller tasks that can be completed quickly.
● Recognizing that the best work emerges from self-organized teams.
● Providing motivated individuals with the environment and support they need and trusting them to get the job done.
● Creating processes that promote sustainable eﬀorts.
● Maintaining a constant pace for completed work.
● Welcoming changing requirements, even late in a project.
● Assembling the project team and business owners on a daily basis throughout the project.
● Having the team reflect at regular intervals on how to become more eﬀective, then tuning and adjusting behavior accordingly.
● Measuring progress by the amount of completed work.
● Continually seeking excellence.
● Harnessing change for a competitive advantage.
WHAT DO WE WANT FOR OUR PROJECTS?
Reduce the time, it takes for a functionality to go-live
Early feedbacks
Deliver value to the
end-users
Improve the way how the
team build
 


	4. FEEDBACK LOOP
The most  important concept
Gather feedback
Analyze feedback
Act on feedback
Follow up
 


	5. DevOps is a  set of practices that combines software development (Dev) and IT operations (Ops). It aims to
shorten the systems development life cycle and provide continuous delivery with high software quality.
BEING ABLE TO IMPROVE DELIVERY TIME
An adjustment in the way how to deliver the application as a team
 


	6. Strictly separate build  and run stages. It will help to ensure that validated artifacts are deployed to productions.
IMPROVE THE PREDICTABILITY OF THE ARTIFACTS
An adjustment in the way how to orchestrate the deployments
 


	7. THE BUILD PIPELINES  IN AZURE DEVOPS
Describe the build pipeline in yaml format or through the UI
 


	8. THE RELEASE PIPELINES  IN AZURE DEVOPS
Describe the release pipeline through the UI
 


	9. THE STAGES OF  THE RELEASE PIPELINE
Splitting the build for the release pipeline allow us to add prerequisites to deployments
 


	10. Entity Framework 6  oﬀers the functionality to generate standalone bundle, that we be included in the artifacts
AND THE UPDATES FOR THE DATABASE
Migration scripts need to scale too
 


	11. This scripts can  run migration up and ignore already run migrations
AND THE UPDATES FOR THE DATABASE
Migration scripts need to scale too
 


	12. DevOps
WHAT ABOUT THE  OTHER TEAMS
Security plays a huge role in most of the applications
Developer team Compliance team
Security team
Design team
The DevOps practices bring together the
Developers, QAs and Ops in order to release
faster.
And how can we keep up on the security
requirements, by following DevSecOps
practices by including tools in the existing
pipelines to validate that the security
requirements are met.
Ops team
QA team
DevSecOps
 


	13. ● Establish a  cross-functional DevOps platform team to build, manage, and maintain your workload.
● Involve the security team in the planning and design of the DevOps process to integrate preventive and
detective controls for security risks.
● Clearly define CI/CD roles and permissions and minimize the number of people who have access to secure
information or resources.
● Configure quality gate approvals in DevOps release process.
● Integrate scanning tools within CI/CD pipeline.
● No infrastructure changes, provisioning or configuring, should be done manually outside of IaC.
DEVSECOPS CHECKLIST
The CI/CD is the module that has the most permissions and it should be restricted as much as possible
 


	14. SonarQube - Static  code analysis
WHAT ARE THE TYPES OF CHECKS WE CAN PERFORMS
Security spans across multiple layers
Code
Container
Infrastructure
Container
orchestration
Azure Security Center
Tfsec, Horangi Warden
Kube-score, Config-lint
The tools run as early as possible in the development process: pre-commit hook, checks in the pull requests, and
daily scans.
 


	15. UPCOMING MEETUP
Check out  our event page
Stay tuned for whatʼs coming next!
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